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(54) DATA SCRAMBLER 

(57)Abstract: 

PURPOSE: To prevent illegal use of scramble data without permission by down- 
loading scramble decoding data and a loader from a host computer on individual 
request from each reception terminal equipment. 

CONSTITUTION: The transmission data are made up of data main body applying 
scrambling to datascramble data and a loaderthe data main body requiring a high 
transmission capacity are sent via a communication satellite 3 with high 
transmission efficiencyand the scramble data and the loader are sent via a public 
line network 4 to a reception terminal equipment 22 respectively from a host 
computer 1. The reception terminal equipment 22 down-loads the scramble data 
and the loader to its main storage device or deletes the scramble data when the 
scrambling is decodedThussame data main body are started nextthe scramble data 
have to be down-loaded again from the hostcomputerand the use of the data 
without permission is inhibited. 



CLAIMS 



[Claim(s)] 

[Claim 1]While it is cyclic and a data body to which it became from a host 
computer and two or more receiving terminal devicesand scramble was given from 
this host computer by one-way communication to each receiving terminal device 
is transmittedThe above-mentioned host computer and each receiving terminal 
device are connected with a two-way communication networkA scramble device of 
data downloading a loader which performs scramble data which decodes the 



above-mentioned scramble from the above-mentioned host computer according to 
an individual demand from each receiving terminal deviceand a data body. 
[Claim 2]In a receiving terminal devicea data bodyscramble dataand a loader are 
once stored in an external storageA scramble device of the data according to 
claim 1 in which the above-mentioned loader and scramble data are shifted to 
vacant regions of a main memory unitand the above-mentioned loader develops a 
data body with reference to the above-mentioned scramble data. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Industrial Application]This invention relates to the new device for giving scramble 

to the data transmitted in radio or a wire communication. 

[0002] 

[Description of the Prior Art]Data transfer technique progresses by leaps and 
boundsand communication is performed by personal computers at the present 
using the telephone line and the specific circuit. The digital communication 
technique by radio is also developedand PCM transmission etc. are prosperous. By 
the wayit is enough just to write a packet numberan error correcting codeetc. for 
packet communication in additionfor examplewithout processing it especially into 
datawhen the data transmitted is gratis release data. 
[0003] 

[Problem(s) to be Solved by the Invention]Howeverthe frequency where a secret 
is required depending on the contents of data is also very high now when 
information value is increasing. Thereforejust before transmitting the data which 
becomes symmetrical [ transmission ] from the former by data 
communicationsscramble is given with an encoderthe decoder for canceling 
scramble is provided in the receiving setand it is common to transmit according to 
the protocol on which it decided. 

[0004]Howeverin the encoder for giving scramblein order to code data according 
to a fixed procedureit has an enciphered programbut once it will be decodeddata 
will be stored in the raw state. Thereforeeven if it pays a utilization charge about 
the first data usefrom the 2nd timesit can use now without a fee easily and the 
problem of unapproved use occurs substantially. 

[0005]In this inventioneven if it performs once in view of these factsa re-degree 
aims at providing the device for the encryption which is hard to be decoded easily. 
[0006] 

[Means for Solving the Problem]In this inventionit consists of a host computer and 
two or more receiving terminal devices to achieve the above objectsWhile it is 
cyclic and a data body to which scramble was given from this host computer by 
one-way communication to each receiving terminal device is transmittedlt was 
connected with a two-way communication networkand the above-mentioned host 



computer and each receiving terminal device adopted a means to download a 
loader which performs scramble data which decodes the above-mentioned 
scramble from the above-mentioned host computer according to an individual 
demand from each receiving terminal deviceand a data body. 
[0007]In a receiving terminal devicea data bodyscramble dataand a loader were 
once stored in an external storagethe above-mentioned loader and scramble data 
were shifted to vacant regions of a main memory unitand a means by which the 
above-mentioned loader developed a data body with reference to the above- 
mentioned scramble data was used. 
[0008] 

[Function]It is for applying the portion considered that transmitting a data body by 
one-way communication from a host computer has large data volume to a 
transmission mode with high transmission efficiency. A means to connect each 
receiving terminal device with a host computer by two-way communication is 
because transmission of the file according to the demand from a receiving terminal 
device is enabled. A means to give scramble to a data body and to transmit to it in 
multiple address avoids unapproved use of data. 
[0009] 

[Example] Hereafterone example of this invention is described according to the 
attached drawing. Firstas a system for data communicationsthe network of 
drawing 1 or drawing 2 is adopted. Drawing 1 is the network for which satellite 
communication and a public network were usedandas for the host computer by the 
side of data supplyand 2 — 2a communications satellite and 4 are public 
networkssuch as a digital channela receiving terminal device and 3 1 respectively. 
From the host computer 1 information is transmitted by one-way communication to 
the receiving terminal device 2and two-way communication is performed by the 
public network 4. Drawing 2 is connected in CATV network 5 where the host 
computer 1 and the receiving terminal device 2 — 2 used optical communications 
etc. using the CATV network. CATV network 5 adopted by this example makes 
two-way communication possiblean uphill line and 7 get down and 6 is a line. 
Howeverwhen using the CATV network which has the existing one-way 
communication functionit is also free that a public network substitutes the going- 
up line 6. 

[0010]Nextas a data structure which is the target of transmissionit is constituted 
from this invention by a data bodyscramble dataand the loader. And many data 
bodies are cyclically transmitted from the host computer 1 to the receiving 
terminal device 2 via the communications satellite 3 or CATV network 5and 
scramble data and a loader are individually transmitted via the public network 4 
according to the demand of each receiving terminal. Or it is transmitted after 
processing adding an individual identification signal by another channel with a data 
body in the case of CATV network 5 etc. Thusdividing data into two kinds of 
transmission routessince what has huge data volume existsa data body fits 
communicate mode with high transmission efficiency. 

It is because it is necessary to specify the receiving terminal device which is a 



request destination by a relation with rate collection on the other hand although 
the data volume of scramble data or a loaderetc. is small. 

[001 1]The data body which is the target of transmission is a thing in the state 
where scramble was givenand scramble data is constituted by a compression 
dictionarya passwordetc. as the parameter of scrambleand a kind of scramble. A 
data body here means the data having contained the executable fileand refers to 
what can be started with a data body independent by a fixed command. A loader is 
developed to external storages with which the receiving terminal was 
equippedsuch as an empty memory area of a main memory unitand a hard 
diskdecoding [ are used in order to start a data bodyand ] a data body based on 
scramble data. And an execution right is shifted to the decoded data body. At this 
timescramble data is also developed by a main memory unit or the external 
storage with a loader. Therefore. [ whether the scramble data memorized by the 
external storage once downloading scramble data to a main memory unit is 
automatically deleted by the procedure which was able to be decided 
beforehandand ] It cannot doif the scramble data developed by the external 
storage is deleted or rewritten when all the scramble is decryptedand scramble 
data is not again downloaded from a host computer even if it is going to start the 
same data body as the next. Thereforeunapproved use can be prevented. This may 
attain the loader itself by performing deletion or rewriting by the same processing. 
[001 2] Explanation of the procedure of processing required data with the one 
receiving terminal device 2 based on the above-mentioned composition will read 
the data body to wish to have from the data first transmitted cyclically via the 
communications satellite 3 or CATV network 5. Although two or more means can 
attain thisif the data body is transmitted by the packet modefor exampleit can 
incorporate by adding the identification code which shows a data body to the head 
of each packetand inputting this identification code from the receiving terminal 
device 2. An identification code is easy to check in the monitor display of a 
receiving terminal deviceif it transmits cyclically as a table. Thusalthough a 
required data body can be incorporated into memory storage in the receiving 
terminal device 2since it is in the state where scramble was givenif independentit 
cannot perform. Thenthe host computer 1 is accessed via the public network 4 or 
CATV network 5 from the receiving terminal device 2it points to the above- 
mentioned identification codeor this and a corresponding codedownload of 
scramble data and a loader is requiredand it incorporates in memory storage. In 
this caseif it is not the thing corresponding for every data body and scramble data 
and a loader are made the general-purpose programit is not necessary to input the 
identification code which shows each data body. 

[0013] Drawing 3 shows the state where the receiving terminal device 2 read a 
data bodyscramble dataand a loader into memory storage. 8 is external 
storagessuch as a hard disk drive9 is a memory area for processing executionand 
the fundamental OS already occupies some fields. Herealthough a data 
bodyscramble dataand a loader are stored in the external storage 8each of these 



data is in the state which became independent clearly by a file. And if starting of a 
loader is directed from a keyboard or a mousea fundamental OS will access the 
external storage 8processing will be developed to the vacant regions of the 
memory area 9and the memory state of drawing 4 will be attained. That iswhile the 
loader 10 and the scramble data 11 are read into vacant regions and the loader 10 
reads the data body which exists in the external storage 8 into the basis of the 
execution right which shifted to the loader 1 0 from a fundamental OSa data body 
is decoded with reference to scramble data. In this casethe scramble data and the 
loader which are stored in the external storage 8 are deleted. Although the timing 
to delete does not askby the time data processing is completed in the receiving 
terminal device 2 at leastit must be completed. As for deleting from the external 
storage 8either one of scramble data or a loader is. It replaces with the process in 
which once copy these to the memory area 9and they are behind deleted from the 
external storage 8and the purpose can be attained by the processing which 
performs copy and deletion simultaneouslyi.e.shift. 

[0014]Nextanother procedure is shown in drawing 5 . If it points to a loader from 
the external storage 8 and processing is startedthe loader 1 0 and the scramble 
data 1 1 will be first read into the vacant regions of the memory area 9. Thenwhile 
the loader 10 refers to the scramble data 1 1the data body stored in the external 
storage 8 is readand deployment is advanced to vacant regions. And the 
executable file of a data bodyetc. complete at least deployment of the data in 
which scramble is given. And if deployment is completedscramble data and a 
loader will be rewritten. If it does in this waywhen you wish the next 
executionscramble data and a loader must be acquired againand unapproved use 
can be avoided. As for rewritingeither one of scramble data or a loader is. 
[0015] 

[Effect of the Invention]In this inventiondata volume makes a large portion a 
communication method with high transmission efficiencyand since it presupposed 
that the file for preventing unapproved use is transmitted by two-way 
communicationthe whole transmission efficiency can improve by leaps and 
boundsand it can also perform information management in a host computer 
efficiently. Since a loader required for decoding and scramble data will be deleted 
or it will be rewritten if the data body in which scramble was once given is 
decoded also in each receiving terminal deviceThe execution for the second time 
can become impossiblemust require from a host computer againand can avoid 
unapproved use. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] The block diagram of the communications system for applying this 
invention 

[Drawing 2] **** — the block diagram of another communications system 



[Drawing 3] The block diagram showing the decoding procedure of scramble 
[Drawing 4] **** block diagram 
[Drawing 5] It is a **** block diagram. 
[Description of Notations] 

1 Host computer 

2 — 2 Receiving terminal device 

3 Communications satellite 

4 Public network 

5 CATV network 

6 An uphill line 

7 Get down and it is a line. 

8 External storage 

9 Memory area 

10 Loader 

1 1 Scramble data 



